Emerging Risks
and Their Implications for the Insurance Industry
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VUCA

Uncertainty
Unclear about
the present

Volatility

Rate of change

Ambiguity
Lack of clarity
about meaning
of an event

Complexity
Multiple key
decision factors




Information / Awareness

Risks that we know

Information / Awareness
that we don’t know.

Risks that we don’t know
that we don’t know.

Information / Awareness Information / Awareness

Risks that we know a— Risks that we don’t know —
that we know or willfully fail to remember
—that we know.
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Emerging Risks Defined

Standard and Poor’s — Risks that do not currently exist or are not
currently recognized, but that might emerge following changes in the
environment. Emerging risks may appear slowly, are difficult to identify, and
represent an idea more than existing circumstances. They often result from

changes in the political, legal, market, or physical environment, but the link
between cause and effect is not proven.

Swiss Re — Newly developing or changing risks that are difficult to
quantify and could have a major impact on society and industry.

Hannover Re — New or future risks whose hazard potential is not yet
reliably known and whose implications are difficult to access.

PWC — Those large scale events or circumstances beyond one’s direct
capacity to control, that impact in ways difficult to imagine today.

Emerging Risks Defined

Lloyds — An issue that is perceived to be potentially significant but which

may not be fully understood or allowed for in insurance terms and
conditions, pricing, reserving or capital setting.

Marsh & McLennan — Global and emerging risks are complex, usually
exogenous, threats and uncertainties that may have significant, unexpected
impacts on company earnings and market positioning. As new phenomena
or familiar challenges sharply aggravated by changing conditions, they often

take shape at the intersection of several fundamental trends and can
crystallize with sudden shifts in velocity.

North America CRO Council — A new or evolving risk where the extent
and nature of any potential losses are particularly uncertain due to
insufficiency of information or time to have fully analyzed the emerging
situation.



Emerging Risks Characteristics

Emerging

Risks

1. Social

Customer behaviours:

* Social networking

* Customer expectations

* Risk awareness

* Health

Talent drain

Stakeholder trust

Corporate social responsibility

5. Political

Regulatory reform
Geo-political risk

Rise of state-directed capitalism
Terrorism

Tax treatment

Sharia compliance (Takaful)

4. Environmental

Climate change & catastrophes
Sustainability

Pollution

STEEP
Drivers

3. Economic

Urbanisation

New growth opportunities

Fiscal pressure .
Inflation/Deflation 2. Teclmf)loglcal )
Risk sharing & transfer Information and analytics
Social security & benefits Devices and sensors
Distributor shift Software and applications

Partnerships Medical advances



S1. Social Networks
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S2. Sharing Economy




Sharing Economy
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T1. Cyber Risk
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TECHNOLOGY HOMEPAGE ~ WORLD UPDATES LOCAL NEWS REVIEWS BUY & SELL

International insurer Allianz Global Corporate and
TECH > LOCAL TECH NEWS Specialty SE (AGCS) said that Thailand is the
world’s second most at-risk country when it comes

°
] ‘N’ to cybercrime. Nearly 20% of cybercrime victims
AGCS’ Thalland Second OrSt reported losses of US$1000,000 and above in 2015.
.
f 01‘ CYb ercrlme A further 4% of victims have lost anywhere from

US$1m to US$100m, according to Paul
Baiassn  Davis, regional chief financial officer Asia for

8 Jun 2016 at 09:01 @ 10,491 viewed D 5 comments
AGCS.

NEWSPAPER SECTION: BUSINESS | WRITER: SUCHIT LEESA-NGUANSUK

"The local cybercrime rate has risen sharply over
the past two years, resulting in a jump from fourth
to second place [globally]," he added.

Thailand is among the top 25 targets of malware
attacks, with Bangkok a favorite target of hackers
in the region. Around 39% of SET-listed Thai firms
were victims of fraud in 2015.

According to AGCS data, cybercrime costs the
global economy nearly US$445bn annually, with
the world’s top ten economies counting for almost
half of that amount. China has the highest amount
of cybercrime losses in Asia with US$60bn, with
India a far-behind second at US$4bn.

Which cyber risks do companies
fear the most?

Top risks for which businesses are least prepared

Cyberrisk |G 205 Data theft and manipulation [N G/
Business interruption | 13% | Loss of reputation N /3%
and supply chain | Increased threat of 44%
Natural catastrophes 16% | persistent hacking
Political/social upheaval % Data exfiltration attack 0%
Terrorism 6% Accidental data breach 21%
Website hacking 15%
Other I 13%
Which cyber risks are the main cause What are the main causes
of economic loss? of cyber incidents?
Loss of reputation |, 615 Hacker attack/ 12
Business interruption 49% organized crime
Damages to be paid due to 45%
loss of customer data Data or security
Loss of IP/trade secrets 20% breach 63%

Subsequent requirement 1%
from regulatory bodies Malware and - 54%
Website downtime 9% otherviruses
Notification costs [l 9% Errors or mistakes
Extortion [ 7% by employees - o

Other | 1%



What is preventing companies being
better prepared against cyber risks?

Riskis underestimated I 73

Budget constraints | 5%
Haven't analyzed 54%
the problem

IT infrastructure too sensitive [ 30%
for major changes

Haven'tidentified the 10%
right personnel

Other 8%

Protecting against cyber risks —which ~ What are the main causes of
areas are most important? economic loss after a cyber incident?

Better hardware and I EEEEEEEE, /5%
software solutions including
monitoring tools

Better processes/ [N G2 )
access schemes Reputational loss 63%

Business interruption,
impact on supply chains

Improved awareness 56%
of employees Liability claims after
More/better IT personnel [N 20% adata breach
Utllizatiion of specialist 15% p
outsourcing support Reinstatement/data

Other 7% restoration costs

T2. Digital Disruptions
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Insurance Value Chain

Big, one-size fits all policies, Limited data and h ca Manual, on-premise admin
high deductibles re an and claims processing

PRICING &
UNDERWRITING DISTRIBUTION

Actuarial analysis, Marketing, sales,
risk selection, distribution, channel
reinsurance management

management,
tion, claims

Customized, connected, low B ning C]oud-bosed uutqrqutic
deductible, per-use p instantaneous billing

T3. Nanotechnology

“...The comparative size of a nanometer to a meter is the same
as that of a marble to the size of Earth.”



COMPUTING & ELECTRONICS

What nano can do for our new
technology

CONSTRUCTION

Nano's role in building methods and
materials

COSMETICS & SUNSCREEN
Creams and lotions with a touch of

MEDICAL

Feeling better with nano medicine
and healthcare

PACKAGING
Wrapping things up in bundles of

ENERGY

Nano power in our homes and
businesses

ENVIRONMENT

The various impacts of nano on our
environment

FOOD & DRINK

A little taste of nano in what we
eat and drink

SPORTS & LEISURE

Improving equipment and
performance the nano way

TEXTILES & CLOTHING

Stronger, cleaner fabrics with
nanotechnology

TRANSPORT

How nano is helping to change the
way we move

T4. Light Emitting Diodes (LEDs)
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T6. Autonomous Vehicles

Sensors
Lasers, radars and

cameras detect objects

Rounded shape

in all directions .
Maximizes sensor

. field of view
Interior
Designed for
riding, not for ‘
driving
Computer
> == Designed specifically

for self-driving

batteries
To power the

—
Electric %&
@

Back-up
systems
For steering, braking,

vehicle

computing and more

Passenger Drones in Dubai



T7. Telemedicine

T8. Precision Medicine




PERSONALIZED MEDICINE: Tailored Treatments

MEDICINE OF THE PRESENT
One Treatment Fits All

Rhatsts

Therapy

ik #8 f

Patients
with colon
cancer

Effect No effect

Adverse effects

MEDICINE OF THE FUTURE
More Personalized Diagnostics

thetet

o=

Patients
with colon
cancer

Biomarker
Diagnostics
(Blood, DNA,
urine, and
tissue analysis)

Therapies
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T9. 3D Printing




El. Employment in the Automated Age




England: 95 milli X

® bgr.com/2015/11/16/robots-replacing-human-jobs

-Im, - Image Source: Screenshot/ YouTube

Bank of England: 95 million jobs going to
robots in the next 10 to 20 years

- Chris Smith W @chris writes

X

ll-take-over-most-jobs-within-30-years-experts-warn.htm

Y]

graph.co.uk/news/science/science-news/12155808/Robots-w

HOME » NEWS » SCIENCE » SCIENCE NEWS

Robots will take over most jobs within 30 years, experts
warn
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El. Climate Change

| Joachim Flzaﬂoods,ﬂoods -~

erland, Italy, France, Spain

— Hurricane Irene

. USA, Caribbean i Earthquake, tsunami

722 Aug.-2 Sept. _ Japan, 11 March
Floods N 1
{ USA, April-May
Brsn?:gcl;& 2010_ A & Severe storms, tornadoes o
., ongf;ing > ] *! ~Tropical Storm Washi

Wildfires ¢ Philippines, 16-18 Dec.

USA, April/Sept.

Cyclone Yasi ,
.  Australia, 2-7 Feb.

Floods, landslides 2 %

Guatemala, El Salvador 8 . R
11-19 Oct. : .
|
Landslides, flash floods Floods, flash floods .
g Australia, 1
Brazil, 12/16 Jan. Dec. 2010-Jan. 2011 . ;
v i
g::l:':ii:t New Zealand, 22 Feb.
Oct. 2010-Sept. 2011 Earthquake J
New Zealand, 13 June
o Natural catastrophes ® Geophysical events @® Hydrological events
(earthquake, tsunami, volcanic activity) (flood, mass movement)
Selection of significant ® Meteorological events (¢) Climatological events

loss events (see table) (storm) (extreme temperature, drought, wildfire)




NUUANLNIIESTNTNIRAY 2555

Winter Storm Andrea
Europe, §;6 January iy

“ Cold wave
Eastern EUW —Feb

e

! s
Hailstorms, severe ste =2 July

Canada, 12-14 August

Drought o v to) ricane Sandy ¢
USA, summer — W USA, Caribbean , 5 ° @ ‘4
= - 424-31 October g | Typhoon Haikui
) licane Isag 4 e

Severe storms, o USA, Caribbean

“ tornadoes
USA, 2-4 March "D August

8-9 August

‘i - Typhoon Bopha

Philippines,
@r
e o

Earthquake 2‘4—5 December
Mexico, 20 March Fl_oot_!s . e
Floods Nigeria, July — Oct

Columbia, March — June

YA «
iy '
s ¢ .
; Floods, flash floods
Australia, Jan — Feb °
Floods, hailstorms =4 &
South Africa, 20 -21 October

Floods, flash floods
Australia, Feb — March

o Natural catastrophes ® Geophysical events ® Hydrological events
(earthquake, tsunami, volcanic activity) (flood, mass movement)
O Selection of significant @ Meteorological events © Climatological events
Natural catastrophes (storm) (extreme temperature, drought, wildfire)

NUUANLNIIESTNTNRAY 2556

Winter Storm Christian (St. Jude) ElOOGS gete_ovift:e impact
Flash floods Europe, 27-30 October urope, ussian Federation,
Canada, 8-9 July S T 0 M8 s 1§_Febpary
Floods oA T — Earthquake
Canada, 19-24 June :ez=  China, 20 April

—

“Typhoon Fitow

.
27-28 July

Floods 5 K. China, Japan,
USA, 9-16 September Severe storths, - 5-9 October
tornadoes L7 1 S
3 fee® 3 Typhoon Haiyan
Severe storms, tornadoes J o Philippines,
USA. 28-31 May 3 " o i 'ﬁﬁBéZ November
, : Floods et/ ,
_Hurricanes Ingrid & ', ] India, 14-30 June % Floods
Manuel " Australia,
Mexico, 12-19 September 21-31 January

880

Earthquake (series)

7

Loss events

. Pakistan, 24-28 September Heat wave
India, April-June
o Natural catastrophes ® Geophysical events @ Hydrological events
(earthquake, tsunami, volcanic activity) (flood, mass movement)
O selection of significant @ Meteorological events © Climatological events

Natural catastrophes (storm) (extreme temperature, drought, wildfire)
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Floods Floods
Winter damage United Kingdom, Bosnia Herzegovina
ISA, Canada, 5-8 Jan oo R i Typh R
. Dec2013-Feb 2014  Serbia, Croatia, China, Philippines, Vietnam,

11-2 Jul

Severe storms
USA, 18-23 May

Winter damage

7 Japan, 7-16 Feb
.‘j Typhoon Kalmaegi

Phlppmes Vietnan
12-20 Sep

‘e
Hu Odile

Mex:eo 11-17 Sep

| R— % ¢
) N Brazi, 2014 (2 4
Loss events TP "
. . Earthquake
China. 3 Aug
|
o Loss events @ Geophysical events @ Hydrological events
(Earthquak i, volcani bvity) (Flood, mass movement)
QO Selection of catastrophes @ Meteorological events @ Climatological events
Overall losses 2 USS 1,500m (Trqxcdmmwm (Extreme temperature, drought, wildfire)
convective storm, local storm)
AUBIANS F\H1l 2558
Winter storm
Severe storms i i Earthquake
USA, USA. Ganada, R Stormhiss Pakistan, Afghanistan,
7-10 Apr 30 Mar—1 Apr 525 Oct Tomado

Severe storms China,

1Jun

Heat wave ~lla
Europe, Y . 2 5 oY Typhoon Soudelor

Jun-Aug
i o
{ 2-13 Aug
= Typhoon Mujigae

12 Sep-8 Oct

Drought
USA, *+ @ .
Jan-Oct < o 2-6 Oct

*Winfer storm
Australia,

® 49-24 Apr

Severe storms
USA,
18-21 Apr

India, Pakist:
Flash floods sl S

Ghana,

1 060 Landslide 2-5 Jun
. Guatemala, 3
Loss events 1 Oct > Earthquake
Flash floods Floods Nepal, i
Chile, Malawi, Mozambique 25 Apr
23-26 Mar Jan-Mar ‘
@ Geophysical events @ Hydrological events
(Earthquake, tsunami, (Flood, mass movement)
o Loss events volcanic activity)
- @ Meteorological events @ Climatological events
O selection of (Tropical storm, (Extreme temperature,
catastrophes extratropical storm, drought, forest fire)

convective storm,
local storm)
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Hailstorm, severe storm Wildfire (Fort McMurray Fire) Floods, flash floods, severe storm Severe storm, floods, flash floods

23 Mar 2016 May 2016 5-17 Mar 2016 May/Begin of Jun 2016

USA anada USA Europe

Overall losses: US$ 2bn O Il losses: US ) — Overall losses: USS 1.1bn Overall losses: US$ 5.2bn

Insured losses: USS 1.5bn Ins Insured losses: USS 0.4bn Insured losses: USS$ 2.8bn
Fatalities: 7 Fatalities: 22

}

Hailstorm,
severe storm
17-19 Mar 2016
USA

Overall losses: USS 1.2bn
Insured losses: USS 0.9bn

14/16 Apr 2016

Japan

9 Overall losses: US$ 25bn
¢ Insured losses: US$ 5.9bn
, Fatalities: 69

Hallstorm, severe storm Earthquake

10-15 Apr 2016 16 Apr 2016

USA Ecuador ' 4
Overall losses: US$ 3.5bn i Overall losses: USS 2.5bn : «
Insured losses: US$ 2.7bn 4 Insured losses: US$ 0.4bn Insured losses: minor

Fatalities: 668 Fatalities: 10 |
o Loss events @ Meteorological events @ Geophysical events @ Hydrological events @ Climatological events
(Tropical storm, (Earthquake, tsunami, (Flood, mass movement (Extreme temperature,
. extratropical storm, volcanic activi drought, forest fire)
O Selection of convective storm, )
catastrophes local storm)

E2. Hydraulic Fracturing




Fractured Shale Formation




P1. Terrorism

P2. Pandemics

HAEMORRHAGIC FEVER
PNEUMONIA
ENCEPHALITIS

DENGUE FEVER TUBERCULOSIS

CHIKUNGUNYA

MERS AIDS/HIV RABIES

MEASLES
RUBELLA I KA
WEST NILE VIRUS Z YERSINIA PESTIS

MALARIA

EBOLA &%

YELLOW FEVER

SARS

RIFT VALLEY FEVER

LASSA FEVER



X | Bio How Fast Can an Epiden X m Scientists develop syster X

failymail.co.uk

See how a pandemic could sweep the world:
Scientists develop terrifying new computer model

« Scientists have developed a system for predicting how rapidly a global pandemic might spread and where

+ Where once disease would have spread by people traveling by foot or by horse, modern pandemics spread
through a complex network of global flight patterns and busy aviation hubs

« Theoretical physicist Dirk Brockmann has found that epidemics spread in a pattern much like the waves
created by dropping a stone in water

« Now that scientists understand this, the breakthrough could be used to help try and cut off the global spread
of future pandemics

By DAILY MAIL REPORTER

PUBLISHED: 00:34 GMT, 13 December 2013 | UPDATED:

=] o 240

The threat of a global pandemic remains one of the most serious threats to the future of the human race, but now
scientists have developed a breakthrough system for predicting how rapidly an outbreak might spread and where.

Where once disease typically spread by people traveling distances on foot or by horse, modern pandemics are
spread through a complex network of global flight patterns and busy aviation hubs.

©Dirk Brockmann

© Dirk Brockmann



Risk management is not just about
managing risks in the present.

It is about anticipating future risks —
and risks are emerging everywhere.

Foresight information is key
to enable fast, yet high-quality
decision-making.

"Do you target risk or are you a risk target?"

© \‘ & B e/ 1 / A
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and Their Implications for the Insurance Industry
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